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� kfq8I8K\T:�%HwP?�?K�K*P#]WIMdhK\VcVQK*TaSe�=q8duPekf[<VQK\{<V}Pe[^UjNQb8Y^NcVQkhVQbCVOK�VQI^K�VQI8kfTWUjNcb8Y-NcK:�#b^K\[<V�dfKrVcVOK\TnSe�1VQI8K�Pedfq8I^PeY1KrV:�#]\gA]\dhkf[8R��)TOS?L
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SG¼?K*T�P?[½kf[^NQK*]rb^TQK!]WI^Pe[8[^K\d¾_½HzS�q8TOK\¼#K\[<V�P?[¿K:PD¼?K*NOUCTOS?q8q1K\TX�)TQS#LÀdhK:PeTO[8kh[^R�VOI8K!]\S?[<VQK*[<VON�Se��ºs»%VOI8K!VQTWPe[^NQLMklVQVQK*T
K\[-]rkfq8I8K\TWN|ºÁi�khVQI�P?[�Â�Ã-ÄDÅ\ÆÈÇ¾Â2ÉrÊhÅ�VQTWPe[^Nc�)S?TOLjPGVOkhS#[mËoÌXVQSjq8TOSCUCb^]\K�]\khq1K\TQVQK\{AV�ÍsÎÏËoÌCÐ¾º�ÑÈÒ
Í·kuNoNQK\[<V�PedfS?[^RjVQI8K£kh[^NQK*]\b8TOK£]WI^Pe[^[8K\d¾_�ÓÔI8K\[ÕVQI8KZTQK:]rK\kf¼?K*T�S?YCVWPekf[^N�Í�»9I8KZUCK*]\khq8I^K\TWN|khV�YAg!P?q8q8dfgAkh[8RÖVQI8KZkh[A¼?K*TONQK
VQTWPe[-N5�)S#TQLjPGVOkhS#[m×jÌXVQS�ÍØVQSMS?YCVWPekf[pº�ÎÏ×MÌAÐ¾ÍyÑÈÒ
Ù£ÚeÇ¥Å:Û|×jÌDËoÌXÎ�Ü^»8VQI8KjÂ2Ý#ÅrÃ-Ç,Â�Ç¾ÞjÇ,ÆOßGÃ8à)árÚeÆÈâMßeÇ,Â2ÚeÃ^�-P?[^U!×MÌZkuN�P!ÊhÅ2áWÇ}Â�Ã^ÄGÅ\ÆWàrÅ|Se�%ËoÌ!Ð)k¾_ K#_h�^×jÌyÎÏËMã=äÌ Ñ
Ù£ÚeÇ¥Å:Û|HJI^K�årÂ æ^ç8Å\Æ}S#T£årÆÈÞOæ9Ç¥ÚGàÈÞDàWÇèÅ\âZ�^ËÖ»^UCKrª-[8K*N|PZ�2P?L�kfdfgÖSe�%TQK*dfPeVQK:UÖVOTOP?[^N5�)S#TQLjPeVQkfS?[^N*�Akh[^U8Kr{CK*UmYAg!é9»AVOI8K�årÆÈÞOæ9Ç¥Úeê
ë ÆQßOæ^çAÂ2åXì#ÅrÞG�^P?[^U!ËoÌZY-K*dhS#[8R#N}VOSMVQI^PeV��2PeLMkhdfg?_
Ó�KXP?NONcb8LMK�VQI-PGVoËj»CVOI8KX]rTOgAqCVQS#R?TWPeq8I^kf]�NcgCNcVQK\Lp�8kuNJ[8S?VoNcK:]rTOKrV*�CY^bCV�VQI^PeV�é9»AVQI^Ky�?K\g#�=Âuà}NQK*]\TQK\V*_
�! #"%$'&)(*&,+-$Ø.-0�íÔ3Qî£BDx=4w(:+-ï*x�ï*(* A�¿FD0��ØNQkh[^R?dfKrð¥q^PeTWPeLMKrVOK\TJ�2P?L�kfdfg?�9UCK\[8S?VQK:U�ñ:ËoÌ<òGÌ:ó?ôJ»^S?�¤kh[A¼?K*TcVOkhY^dhKyVOTOP?[^Nc�)S?TOLMPeð
VQkfS?[-N
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i�I8K*TQKoË�ÌyP?]rVONaS#[ÖPjâjÅÈàWà\ß ë Årê¥à¾æ^ß?åWÅnõ÷Se�=q8duPekf[#VOKr{AV�LMK*NONOPeR?K:N\�<Pe[^UMkf[Gý5K:]ÈVONnkhVnkf[#VOS£P�å\Â æ8ç^ÅrÆÈê¥à¾æ^ß?åWÅnø!S?��]rkfq8I8K\TQVQK\{AV
LMK*NONQP?R?K:N\�Ai�I8K*TQK�VQI^Kyq^PeTWPeLMKrVOK\TJS?T��#K\gmé�kuN|NcK*dhK:]ÈVOK*U��)TQS#LþP�ª^[8khVQKXNQKrV�ÿ­]\PedfdfK*U�VQI8KZì#ÅrÞMà¾æ^ß?åWÅ#_
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Ë Ì Ð1"%+¥ÑaÎ Ð0",+32½é^Ñ'L�SCU �54 Ð2TQK*q8TQK:NcK*[<VQK*U!P?N�P�dfKrVQVQK\ToSe�zVOI8KXPedfq8I^P?Y-K\VWÑ
ÿØÎsñ - » � » � »*Ò\Ò*ÒÈ» �5/ ò#»76 ÿ86#Î �54
Ð2�^S?TJVOI8K � PeK:NQP?TJ]\khq^I8K\T:�^éjÎ . Ñ
�¥��g?S#bM�<[^SGi¿VOI8K � P?K*NOPeTa]\khq8I^K\T�kuNaY1K\kf[8RZb^NcK:U=�<g?S?bj]*Pe[ÖNQS?df¼?K|khV�YAg�PÕ¦cY8TObCVQK|�)S?TW]rKoPeVcVOP#]W�C©yNckfLMq8dhg�YAg£VOTQgAkf[8RXK:P?]WI
�?K*gÖkf[mVOb8TO[�_

9 Nckf[^]rK:6 ÿ:6#Î �54 »AVOI8kfN|inS#[7; VJVWPe�?K�dfS?[8R
9 VQI8kuN�NcgCNcVQK*LþkuN�NQP?kfU�VQSjI^PD¼#K�PmàÈâjßGÊ�Ê9ì#Å\ÞDà,æ^ß?åWÅ#_
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EAVESDROPPER

KC = E   (M)

KEY SOURCE

TRANSMITTER
ENCRYPTS M

 KTO E   (M)

MRECEIVER
WHO DECRYPTS
C USING   D   (C)K

 MESSAGE
  SOURCE

KEY CHANNEL
(presumed to be secure)

K

COMMUNICATION CHANNEL

M

K

Ù£ÚeÇ¥Å:Û��è[�S#TOUCK*To�)S#T�VQI8KMK\[-]rTOg<q8VQkfS?[�VOSmY1KMK329K*]ÈVOkh¼#K?�9VOI8Kjì#Å\Þ�åWç8ßeÃ^Ã9ÅrÊ à�L£b^NcVyY-KMPeY^NQS?dfbCVOK\dfgÕNcK:]rb8TOK?�=P?N�L£b-N5V�VQI^K
]WI^P?[8[8K\dw�)TOS?L VQI8K�NcS#b8TW]rKyVOSÖVQI^K£VOTOP?[^NcLMkhVcVOK\T:_o�è[�VOI8KZTOK*P?dzi}S?TOdfU��^VOI8kfN�b^NQb^Pedfdfg!LMK:Pe[^N�Kr{Cq1K\[^NQkh¼#K?_��8S?T�Kr{8PeLMq8dfK?�
VQI^K��#K\gCN�VQSZVQI8K54�S<NQ]\SGiJð¾Ó�P?NQI8kf[8ReVOS?[jI8S?VQdfkh[8K�PeTOK�VQTWPe[^NQLMklVQVQK*U�YAgjL�K:Pe[^N}S?�wI8kfR?I8dfgjq^P?kfUm]rS?b^TQkfK\TWN\�<i�I8S76^gMVQI^K\TOK
Pe[-U�Y^P#]W�ÖK\¼#K\TOgjinK*K\�9_
�¥V�i}S?b^dfU!Y1K£[8ku]rKyVOS�UCkuNcq1K\[-NcKZi�klVOI�VQI8K£�?K\gp]WI^P?[8[8K\d¾_JÓÔIAgmY1SeVOI8K\T�K\[^]\TQgAqCVOkh[8R�i�I8K\[�i}KXI^PD¼#KXPÖNcK:]rb8TOK£]WI^P?[8[8K*d
PedfTOK*P?U8g�<

9 ]rS#NcV
9 ]rS?[A¼#K\[8kfK\[^]\K
9 Ncq1K\K:U
9 Y^Pe[^U8i�kfUAVOI

8�&)BGï*(�9! <$' <BG786 !�BG&2$'@?&)4%62 �¥VwkuNzR#K\[8K*TOP?dhdfg�P#NQNQb8LMK*U�kf[£]rTOgAqCVQS#R?TWPeq8IAg�VOI^PGVwVQI8Kn�A[8SGi�dhK:UCR?K¤S?�CVQI8KnR?K*[8K\TWPed?NQgCN5VOK\L
S?TJPedfR?S#TQkhVQI^L·S?�wK*[^]rTOgAqCVQkfS?[��1ñDËoÌ#òDÌ:ó?ôJ»CkuN}�A[8SGi�[jVQSZVQI^K�K:PD¼?K:NQUCTOS?q^q-K*T*_;:�[8dhgMVOI8K��?K\g�éÖkfNJP#NQNQb8LMK*U�[8SeV}VQS�Y-K�kf[
I8kuN=<GI8K\T�q1S#NONQK*NONckfS?[�_
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¹ I^P?[8[8S#[ �76 � - �'��R#SASAU!]rTOgAqCVQS<NcgCNcVQK*LþNcI^S?b8duU=�
� _�8nK£I8khR#I8dfgpNQK*]\b8TOK£PeR<Pekf[^N5V|khV ; N�UCK*NQkhR#[8K\T:�1k,_ K?_f�^VOI8KZU8K*NQkhR#[8K\T�Se�¤VQI^KZNQgANcVQK*L NcI8S#b8duUp[8SeV�I^PD¼?K£P?[Ag!P#UC¼GPe[<VOP?R?K
kh[pUCK*]\TQgAqCVOkhS#[�9

� _|`oNQK�PMNQI8S?TQV*�CK:P?NQkhdfg<ð¥]WI-Pe[8R#K*UÖ�#K\g/9
. _|��K*�<b8kfTQK�S#[8dhgmNckfLMq8dhKyK*[^]rTOgAqCVQkfS?[ <GUCK:]rTOg<q8VQkfS?[�9
�-_|¢|SeV�kf[<VQTOSAU8b^]rKyK*TQTOS?T}q8TOS?q^P?R#PGVOkhS#[�9
/ _|¢|SeV�K*[#VWPekfd�LMK*NONQP?R?K�Kr{Cq^P?[^NckfS?[z_

Ù£ÚeÇ¥Å:Û �7:�/ i}K\TOKykf[^]rdfb^UCK:U�Y-K:]\P?b^NcK£K\[^]\TQgAqCVOkhS#[�b^NcK:U!VQSÖY1KZU8S?[8KXYAg!dhSGiJð¥q^P?kfUp]rkfq8I8K*T�]\dhK*TQ�CN*�-Pe[-UpL�kuNcVOPe�#K*NoSe��VQK*[
I^P?q8q-K*[8K*U�_ ¹ kh[-]rKX]rS#LMq8bCVQK*TONJi}K\TOKyPeq8q^dhkfK*U�VQSMVOI8kfN|q8b8TOq-S<NcK#�AVQI8K:NcKyPeTOK�dhK:NQNJkfLMq-S#TcVWPe[<V*_

; �+���5� �<���5�=�������1�>!"�

� _|�oNJY1Kr�)S?TOK
� _|�oNXY1Kr�)S#TQK@?��?K*g§LZb^N5VZY-K�NQLjPedfdoÐ)Y^bCV�NQLjPedfdn]\P?[�Y-KmLMP?[Ag§UCkfR?khVON£dhS#[8R^�'K\R-_h�w�)S?T£NcVQS#TOP?R?KMS?[ PÕLMP?R?[8K\VQku]
]\PeTWU^Ñ

. _|�oNJY1Kr�)S?TOKA? S?q1K\TWPGVOkhS#[^NJL£b-N5V�Y1KXNckfLMq8dhKÖÐ2i�I^PGVo]\S?LMq8bCVOK\TWN�UCSMY-K:N5VÈÑÈ�8Y^bCVoi}K�]*Pe[pUCSMLjPe[AgÖSe�'VQI^K\L
�-_�)aTOTQS#T�q8TOS?q-PeR#PeVQkfS?[ÕkuN�[8SGi·UCK*NQkhTWPeY^dhK#��NQkf[^]rKMi}KÖ]\Pe[�P?NONQb8LMK�P�]\S?LMq8bCVOK\Tyi}S?[7; VyLMP?�?KjPe[�K\TOTOS?T:�=inKMiJPe[<V
VQI8KyK*[8K\LZgjVQSMR?K\V|I8khV|i�klVOI!K*TQTOS?TJq8TOS?q-PeR#PeVQkfS?[

/ _ 4�K*NONQP?R?K�Kr{Cq^P?[^NckfS?[mkfN|[8SGi/P#]\]rK*qCVOP?Y8dfKMÐ2kh[pLMSCUCK\TWPGVOkhS#[�B ÑÈ�CY1K*]\P?b^NQK�S?�wVOI8KydfSGinK*TJ]\S#NcV�Se�zVOTOP?[^NQL�kuNONckfS?[�_
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:�YCý5K:]ÈVQkf¼?K:NJSe�wVQI8KX]\TQgAqCVWPe[^P?dhgCNcV*�

� _���ßDàWàÈÂ�ÄDÅZÇ)çAÆQÅWßeÇ,�%dfkfNcVQK*[8kh[^RÖPe[^UmTQK:P?UCkf[8R�VQI^K�VQTWPe[^NQLMkfNONckfS?[-N
� _��oå\Ç,Â�ÄGÅyÇ)çAÆOÅOßeÇ,�%�)S#TQR#K\TOg?�CNQK\[^UCkf[8R��2PeduNQK�VQTWPe[^NQLMkfNONckfS?[-N\�CPedhVQK*TQkf[8R�S?T|UCK*dhK\VQkf[8RMVQTWPe[-NcLMkuNQNQkhS#[^N

�! #"%$'&)(*&,+-$�~z0f~Ï3'!�BG&��878@?x/ï*x�ï\(: <��FD0y��NQgCN5VOK\L VQI-PGVyq8TOSeVQK:]ÈVWN�P?R#Pekf[^NcVoVOI8KZb^[^PebCVOI8S?TOk � K*UÕKr{AVQTWP?]rVQkfS?[ÕS?��kh[8�)S?TQðLjPGVOkhS#[��)TOS?L PZq^b8Y8dfkf]y]WI^P?[8[8K*d,_
�! #"%$'&)(*&,+-$¿~�0f� 3	��
w(*v' A$9(*&,@?7C(:&2+1$½ï*x�ï\(: <��FD0��ÏNQgCN5VOK\L�VQI^PeVnq8TOSeVOK*]ÈVWNnP?R#P?kh[^NcV¤VQI^Kob8[^P?bCVQI^S?TOk � K*UMLMSCUCklª1]\PGVOkhS#[S?T�kf[^NQK\TQVQkfS?[!Se�'kh[C�)S#TQLjPeVQkfS?[!kh[�P�q8b8Y8dfku]y]WI^Pe[8[^K\d¾_
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HJI8KX]\TQgAqCVWPe[^P?dhgCNcV}q1S#NONcK:NQNQK*N}S#[8dhgÖVQI8KX]\khq8I^K\TQVQKr{AV:_
HJI8K£]\TQgAqCVWPe[^P?dhgCNcV|LjPDg!P?dfNQSjI^PD¼?KXP£áWÆQÅ �"!^Å\Ã1å\ÞmÝGÂuàÈÇ¾ÆÈÂ2É"!CÇ¾Â2ÚGÃ-�=PÖN5VWPGVOkfNcVQku]\P?dwPe[-PedfgANQkuN�Se�%VQI^KXTQK*dfPeVQkf¼?K��)TOK*�<b8K*[^]rkfK*NoSe�
dfKrVcVOK\TWNJkh[�NQkhLMkfdfP?TJVQK\{<V:_a�8S#T�Kr{8PeLMq8dfK?�

9 )¿SC]*]rb8TWNJPeY1S?bCV �>.$# S?�zVQI^K�VQkfL�Kykf[ )a[8R#dhkuNQI
9 H���)�kfN}VOI8KyLMS#NcV��)TQK:�<b8K\[<V . ð¥dhK\VcVOK\T�R?TOS?b^q�kf[,)�[8R?dfkuNcI

�|SGi}K\¼#K\T:�<VQI8KX]\TQgAqCVWPe[^P?dhgCNcV ; Nn�A[8SGi�dfK*U8R?K�Se�'VQI8Kyq8duPekf[<VQK\{<V�kuN|PGV�Y1K*NcV|q^PeTQVQkuPed¾_
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INITIAL PERMUTATION

f+

L 0

L  = R1 0 +R     = L     1 0 0 1f(R   , K    )

f+

L  = R2 1 +R     = L     2 1 1 2f(R  , K     )

15L   = R 14

f+

+16 15R     = L     15 16f(R    , K     ) L   = R16  15

INVERSE INITIAL PERMUTATION

OUTPUT

INPUT

+R     = L     f(R    , K     )15 14 14 15

f+

K
16

K

K

K

n

2

1

R 0
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��� ! £ "es ! 7 ��� �<k ��� "
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��� ! £ "es ! 7 ��� �<k ��� "c�B18@B=V#0+4KB!
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