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1. Define the following terms:


a. [2 points]  encrypt


b. [2 points]  substitution cipher

c. [2 points]  authentication system


d. [2 points]  cryptanalysis


e. [2 points]  n-graph


a. [3 points]  What are the objectives of the cryptanalyst.


b. [6 points]  Describe 3 types of cryptanalytic attack.  Provide examples.


c. [3 points]  List some means of cryptanalytic attack.


3. For each method of encryption, decrypt the given ciphertext using the given key:


a. [2 points]  Caesar cipher, Ciphertext = WXYHIRX, Key = E.


b. [4 points]  Vigenère cipher, Ciphertext = WCQDIPI, Key = KEY

c. [8 points]  Hill cipher, Ciphertext = OKRU, Encryption  Key = 
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4. [10 points]  Decrypt the following Playfair ciphertext using the key MIDTERM.  Show your work and present the plaintext without any nulls.


YXQKH DOSAL


5. [4 POINTS]  Give a mathematical formula for the 
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-statistic.  Be sure to define any symbols you use.
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2.  
a. [3 points]  What are the objectives of the cryptanalyst. 
 
 
 
 
 
 
 
 
b. [6 points]  Describe 3 types of cryptanalytic attack.  Provide examples. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
c. [3 points]  List some means of cryptanalytic attack. 
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3. For each method of encryption, decrypt the given ciphertext using the given key: 
a. [2 points]  Caesar cipher, Ciphertext = WXYHIRX, Key = E. 
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4. [10 points]  Decrypt the following Playfair ciphertext using the key MIDTERM.  
Show your work and present the plaintext without any nulls. 
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5. [4 POINTS]  Give a mathematical formula for the φ -statistic.  Be sure to define any 
symbols you use. 
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